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Electronic Communication Methods 
 

I communicate electronically with my clients using the following methods: 

• Email through a site called Hushmail, which is a HIPAA compliant encrypted email service, 
but not all of the emails (like reminders and Zoom invitations) will be encrypted. 

• SMS texts to and from cell phones (for scheduling purposes and appointment reminders), 
which is the least secure manner of communication. 

• Zoom videoconferencing (for which you will need to sign a separate informed consent for) 
• Therapy Notes LLC (Therapy Portal) and the client account portal (billing, account 

management, scheduling, messaging, and homework) HIPAA compliant, the most secure. 

It is convenient to communicate with clients via email, SMS text, and client account portals (some 
are not HIPAA secure messages). I have made it my practice not to leave messages on voice mails. 
Electronic communication platforms are a convenient way for me to provide links, articles, 
documents, and therapy worksheets electronically, as well as email reminders and text reminders 
for upcoming appointments.  

It is also convenient to allow for electronic payments of account balances over Therapy Notes. I 
regularly send out payment requests and statements via email to be made through Therapy Notes 
payment portal. I also require all my clients to register for the client account portal through Therapy 
Notes. You will receive an invitation to the client account portal in order to manage your account, 
manage appointments, complete intake documentation, and engage in the content I may or may not 
assign for completion in between sessions. 

To communicate with you and transmit data to you over electronic platforms, email programs, and 
text, you must provide your consent, recognizing that electronic communication is not a 100% 
guaranteed secure form of communication. There is some risk that any protected health information 
that may be contained in an email/text message may be disclosed to, or intercepted by, 
unauthorized third parties. I will use the minimum necessary amount of protected health information 
to respond to your query. Communication technologies must never replace the crucial interpersonal 
contacts that are the very basis of the client-psychotherapist relationship. 

Client-psychotherapist electronic mail can be defined as computer-based communication between 
therapists and clients within a professional relationship, in which the therapist has taken on an 
explicit measure of responsibility for the client’s care. These guidelines do not address 
communication between professionals and potential clients in which no ongoing professional 
relationship exists. You are allowed to decide how you and your Provider can communicate and 
engage outside of your sessions. 

There are several options: 
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Texting/Email 

Texting and email are not secure methods of communication and should not be used to 
communicate personal information. You may choose to receive appointment reminders via text 
message or email. You should carefully consider who may have access to your text messages or 
emails before choosing to communicate via either method. 

Secure Communication 

Secure communications are the best way to communicate personal information, though no method 
is entirely without risk. Your Provider will discuss options available to you. The HIPAA compliant 
platforms I use include Hush mail email encryption service, Quenza client engagement app, and my 
private and secure website client portals. If you decide to be contacted via non-secure methods, 
your Provider will document this in your record. 

Social Media/Review Websites 

If you try to communicate with your Provider via these methods, they may not respond. This 
includes any form of friend or contact request, @mention, direct message, wall post, and so on. 
This is to protect your confidentiality and ensure appropriate boundaries in therapy. Your provider 
may publish content on various social media websites or blogs. There is no expectation that you will 
follow, comment on, or otherwise engage with any content. If you do choose to follow your Provider 
on any platform, they will not follow you back, or comment on blog responses. If you see your 
Provider on any form of review website, it is not a solicitation for a review. Many such sites scrape 
business listings and may automatically include your Provider. If you choose to leave a review of 
your Provider on any website, they will not respond. While you are always free to express yourself 
in the manner you choose, please be aware of the potential impact on your confidentiality prior to 
leaving a review. It is often impossible to remove reviews later, and some sites aggregate reviews 
from several platforms leading to your review appearing other places without your knowledge. 

Communication Guidelines (Email/Text/Chat): 

Your Provider will return emails/text/chat messages as soon as possible within 24 hours of receipt 
during business hours. If they are on vacation, emails/text messages may or may not be returned 
until they return. All email/text communication will be retained in electronic copies for the term 
applicable to paper records. Your provider performs a back-up of all communication weekly. 
Therapeutic communication (sensitive subject matters) should be kept at a minimum. Please call to 
set up an appointment for therapeutic matters. E-mail/text correspondence will not be used to 
establish a client-therapist relationship. E-mail/text messages should supplement other, more 
personal encounters. Without the benefit of face-to-face interaction, email/text messages can be 
misinterpreted in tone and meaning. 
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Email/text communication to schedule, cancel, or change an appointment is acceptable. I cannot 
guarantee I will reply before the scheduled appointment time if you cancel an appointment. Please 
put in subject line the nature of the communication (e.g., appointment, advice, billing question), and 
please make sure your name and/or identifying information about the client is in the body of the 
message. Please be concise in your email/text/chat message. If the matter cannot be written in a 
concise fashion, please call to schedule an appointment. You will be reminded if you do not adhere 
to these guidelines. 

Encrypted messages are the most protected form of communication. I use an encrypted email 
service and secure client engagement website. I no longer accept Cash App or Venmo payments 
due to privacy concerns about how those companies collect and transmit customer data. My 
computers are password protected and have 2 factor authentication measures.  

Your email/text message will not be forwarded to a third party without your expressed permission, 
unless you have already signed a release for me to communicate with a professional. I am the only 
one with access to my email address and/or mobile number. I will double-check all “To” fields prior 
to sending messages. 

 

General electronic communication risks include but are not limited to the following: 

• Email/text messages can be immediately broadcasted worldwide and received by many 
intended and unintended recipients.  

• Recipients can forward email/text messages to other recipients without the original sender’s 
permission or knowledge. 

• Users can easily send an email/text message to the incorrect address.  
• Emails/text messages are easier to falsify than handwritten or signed documents.  
• Backup copies of email/text messages may exist even after the sender or the recipient has 

deleted his or her copy.  
• Public setting Venmo transactions are discouraged; you may inadvertently breach your own 

protected health information privacy. 

Specific electronic communication risks include but are not limited to the following: 

• Email/text messages containing information pertaining to a patient’s diagnosis and/or 
treatment must be included in the patient’s medical records. Thus, all individuals who have 
access to the medical record will have access to the email/text messages.  

• If you are sending email from your employer’s computer, your employer does have access 
to it. While it is against the law to discriminate and Vermont subscribes to a “no cause” 
termination policy, an employer who has access to your email can use the information to 
discriminate against the employee. Additionally, the employee could suffer social stigma 
from a workplace disclosure.  

• Although practitioners will endeavor to read and respond to email/text correspondence 
promptly, they cannot guarantee that any particular email/text message will be read and 
responded to within any particular time frame.  
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Important context: 

Hard copies of patient records that I receive or generate are scanned and uploaded to my electronic 
health records system - client management system, including handwritten notes, letters, requests 
for information, 3rd party payments, and authorizations for the release of information.  

There is always a risk that physical copies can be lost, stolen, or accidentally destroyed, which can 
compromise your confidentiality, privacy, and protected health information. Please review the Notice 
of Privacy Policies for additional information on how I am required to store and/or transmit your 
information. 

Conditions for use of electronic communication: 

All email/text messages sent or received that concern your diagnosis or treatment or that are part of 
your medical record will be treated as part of your PHI. Reasonable means will be used to protect 
the security and confidentiality of the email/ text messages.  

Because the security and confidentiality of email/text messages cannot be guaranteed and involve 
the risks outlined above, your consent to email/text correspondence includes your understanding of 
the following conditions: 

Your email/text message will not be forwarded outside my office without your consent or as required 
by law. 

Though all efforts will be made to respond promptly, this may not be the case. Because the 
response cannot be guaranteed, please do not use email/text messaging in a medical emergency. 

You are responsible for following up with me by phone if you have not received a response. 

Medical information is sensitive and unauthorized disclosure can be damaging. You should not use 
email/text messaging for communications concerning diagnosis or treatment of AIDS/HIV infection, 
other sexually transmitted diseases, mental health, and developmental disability or substance 
abuse issues. 

Since employers do not observe an employee’s right to privacy in their email system, you should 
not use your employer’s email system to transmit or receive confidential email. 

Consent 

If you consent to the use of email/text/chat messaging, you are responsible for informing me of any 
type of information that you do not want sent to you by email/text/chat message. You are 
responsible for protecting your password and access to your email account/mobile phone and any 
email/text message you send, or you receive from James Fitzgerald, MS to ensure your 
confidentiality. 
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Your Provider cannot be held liable if there is a breach of confidentiality caused by a breach in your 
email account’s security. Any email/text/chat message that you send that discusses your diagnosis 
or treatment constitutes informed consent to the information being transmitted. 

If you do not consent to allowing electronic communication, you understand that correspondence 
with the clinician will be drastically limited to in person interactions only. Opting out of many of the 
types of electronic communication may negatively affect your experience of therapy. If you wish to 
discontinue email/text/chat correspondence, you must submit written consent informing me that you 
are withdrawing consent to email/text correspondence. 

You will be asked to indicate your agreement and consent for each of the electronic communication 
methods:  

• via email (for scheduling, billing, insurance, and non-clinical matters) 
• email reminders for upcoming appointments from clinician through Therapy Notes. 
• SMS text reminders for upcoming appointments from clinician through Therapy Notes. 
• the clinician might leave voice mail messages and call you directly over the phone. 
• corresponding with clinician through the portal messaging system for administrative, billing, 

and clinical matters. 
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Telehealth Provided Services 

Telehealth services include the use of audio and video technology to conduct counseling or other 
medicine at a distance. This will allow us to meet when it is not possible for us to meet in person in 
my office. To use telehealth, you need an internet connection and a device with a camera for video.  

Your Provider can explain how to log in and use any features on the telehealth platform. If telehealth 
is not a good fit for you, your Provider will recommend a different option. While conducting 
telemedicine counseling, your provider must use a secure connection and an online platform that 
complies with federal health privacy laws. Your provider will give you a link to access this platform 
via email. You will be able to access your telemedicine appointment with a smartphone, tablet, or 
computer. The connection will be most successful if you are connected with reliable high speed 
internet. 

Telehealth allows us to maintain a connection when it would otherwise be impossible. For example, 
if you have transportation barriers, or during bad weather, we can alternatively hold session via 
telehealth instead of in person. There are also risks to this kind of counseling, including technical 
difficulties such as connection interruption or unauthorized access. There is the possibility that our 
internet connection could be too weak to proceed with our session, resulting in an inability to 
communicate. In this case, either one of us may choose to end the session. There is always the 
possibility that our connection confidentiality could be breached, though this is very rare. 

All laws and regulations that apply to in person counseling also apply to telemedicine. An additional 
regulation in Vermont is that it is illegal to record or tape our sessions without consent, either by 
client or counselor. If you plan on using your insurance to pay for counseling, it is your responsibility 
to be sure that it will cover telemedicine. You are responsible for payment in the event that your 
insurance does not cover telemedicine, or if your coverage changes over time. 

Important note: If you are engaging in therapy only during in person sessions, and you do not 
consent to telehealth, we may have to reschedule due to illness or weather related events. By 
agreeing to telehealth, it allows us to meet when we are unable to meet in person. I do however 
understand and respect your wishes to not want to engage in telehealth, for example, barriers and 
access to technology and/or reliable and stable internet services. 

Telehealth Instructions 

I use multiple platforms for telehealth sessions. Zoom professional is the primary platform, because 
of its security features, stability, and reliability. I will send you a link to the meeting each week before 
the session. I also use Therapy Notes LLC.  

You can access the therapy notes platform in your client account portal. Both platforms are secure 
and HIPAA-compliant. Both platforms are relatively simple, though they do require a basic level of 
technology comfort and a few minutes to set up. Occasionally, if the first two platforms are not 
working, I can also use the videoconference applications “Sessions” from Psychology Today. 
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I recommend rehearsing getting into the platforms before the time of our first appointment. Closing 
other programs on your device and turning off the internet on other devices may increase your 
connection speed. I recommend finding a quiet space, free from distraction for our appointment.  

It is best if no one else has access to this space for the duration of our appointment; a room with a 
door is requested. Headphones can also be helpful. If our connection is disrupted or distorted, we 
can try again by exiting the platform and entering again. If we try a number of times and are unable 
to connect appropriately, we can try an audio only call for the remainder of the session. 

 

There are some risks and benefits to using telehealth: 

Potential Risks 

Privacy and Confidentiality. You may be asked to share personal information with the telehealth 
platform to create an account, such as your name, date of birth, location, and contact information. 
Your Provider carefully vets any telehealth platform to ensure your information is secured to the 
appropriate standards. 

Technology. At times, you could have problems with your internet, video, or sound. If you have 
issues during a session, your Provider will follow the backup plan that you agree to prior to 
sessions. 

Crisis Management. It may be difficult for your Provider to provide immediate support during an 
emergency or crisis. You and your Provider will develop a plan for emergencies or crises, such as 
choosing a local emergency contact, creating a communication plan, and making a list of local 
support, emergency, and crisis services. 

Benefits 

Flexibility. You can attend therapy wherever is convenient for you. 

Ease of Access. You can attend telehealth sessions without worrying about traveling, meaning you 
can schedule less time per session and can attend therapy during inclement weather or illness. 

Telehealth Recommendations 

Find a comfortable and quiet area to conduct the session, while also ensuring a good WiFi or Cell 
network signal. Make sure that other people cannot hear your conversation or see your screen 
during sessions. Do not use video or audio to record your session unless you ask your Provider for 
their permission in advance. Make sure to let your Provider know if you are not in your usual 
location before starting any telehealth session. Please turn off participant reactions on your device, 
they can be disruptive or distracting, and impact the quality of our interaction. Please use 
appropriate images for your Zoom Avatar placeholder. Please dress appropriately for your session, 
treating it the same as an in-person session. 
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Recording of Sessions Prohibited without Consent 

Recording sessions without your express written permission is a violation of your privacy and is a 
breach of confidentiality. I will not record our sessions without your expressed permission. During 
credentialing and certification for some types of in-depth therapy like DBT, CBT, or IFS, I may be 
required to submit recorded sessions.  

I may ask clients if the session can be recorded for the purpose of evaluation only. Every effort will 
be made to protect your identity and health information in the event that I do record sessions. I will 
provide any client with a written agreement to sign if I want to record their sessions. 

Recently, a new tool has evolved in the world of mental health care and record keeping for mental 
health professionals. Some professionals have chosen to download and use an AI assistant that 
turns the content and discussion of any session with a client into a note. Basically, a dictation 
device, that saves time and energy for the professional and subsequently for the client.  

I will endeavor to be sure that any record of the session after the note is generated is not stored or 
transmitted in any way. I will be sure that the service signs a business associate agreement to 
protect your information. And I will also get your expressed permission to use such a service. 


